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Summary

This report provides an overview of the core concepts on an organizational readiness model for
Quantum-safe (QS) transition.

Due to the computation power of quantum computing technology, current Public Key Infrastructure
(PKI) will no longer be strong enough to provide secure information sharing and digital communication.
This raises the need for quantum-safe (QS) transition where organizations can implement and adopt QS
cryptographic algorithms to replace the current cryptographic algorithms that susceptible to quantum
threats. As the discussions of QS transition takes place across academia, industry and government, we
see that QS transition involves socio-technical challenges that cannot be single-handled by one
organization.

The uncertainties of QS technology, and standardization of QS cryptographic algorithms present not
only technical challenges, but also organization and ecosystem wide challenges. While NIST is
currently working on standardization of QS solution algorithms, it may be insufficient for organizations
to start preparing for QS transition. The publication Kong et al. (2024b) reveals that implementation
and adoption challenges for QS transition include multiple aspects including complex technological
interdependencies, lack of urgency, lack of certified hardware and software and unclear QS direction
and governance.

With QS transition challenges being interconnected, a delay in one challenge may lead to delays other
challenges. To better address the complex socio-technical challenges of QS transition, the concept of
readiness model includes the list of challenges that organization may prioritize when navigating QS
transition. While organizations can prepare to tackle QS transition challenges, and the readiness model
provides an overview of complex QS transition with uncertainties surrounding QS technologies and
how organizations can move towards a QS scenario.

In this report, we introduce the concept of an organizational readiness model for QS transition. By using
ISM-MICMAC approach, we gain an understanding of the interrelationship between QS transition
challenges and which of these challenges organizations may need to prioritize when preparing for QS
transition. We further identified eight dimensions of an organizational readiness model for QS transition
which include collaboration, governance, policy & regulation, awareness, QS solution standards, hybrid
QS solution, cryptographic agility strategies and knowledge on QS transition (Kong et al., Forthcoming
2024).



1. Introduction

With an on-going standardization process of QS solution algorithms by the National Institute of
Standards & Technology (NIST), discussions on the topic of QS transition is taking place (NIST, 2016,
2021, 2022). However, various QS transition challenges signals the complexity of QS transition (Kong
et al., 2022). Due to many uncertainties surrounding QS transition, organizations are not yet prepared
to implement and adopt QS technology. As organizations are left with unclear transition paths, a delay
in one challenge may lead to delays in other challenges (Kong et al., 2023).

We use the concept of organizational readiness model to understand what organization may need to
prioritize when preparing for QS transition. Since the topic of QS transition is relatively new, there is
no ready-to-use organizational readiness models for QS transition and the existing research on
organizational readiness models do not address dimensions that may be relevant for QS transition. By
identifying a list of dimensions, we aim to develop an organizational readiness assessment model that
may help organizations navigate QS transition (Kong et al., 2023; Kong et al., Forthcoming 2024).

In order to develop an organizational assessment model for QS transition, the following research
question has been formulated.

“What are the different dimensions in the organizational readiness assessment model for QS
transition?”

In this report, we provide an overview of organizational readiness assessment model for QS transition.
The report is divided into five sections. Section two presents a brief overview of organizational
readiness model and section three discusses methodology used to develop the model. Section four
describes a list of QS transition challenges that organizational readiness model is based upon. Section
four presents eight dimensions of an organizational readiness assessment model for QS transition.
Finally, section five concludes with directions for future research.

We want to highlight that content of this report has been published in several academic papers. (e.g.,
Kong et al. (2023), Kong et al. (2024b) and Kong et al. (2024a)) and parts of the report also include a
forthcoming paper (e.g., Kong et al. (Forthcoming 2024)) that is available in September 2024.



2. Organizational Readiness Model

Section 2 provides an overview of an organizational readiness model and this part of the report is part
of the forthcoming paper Kong et al. (Forthcoming 2024).

The term readiness is a broad multi-level construct which can be present at the individual, group,
department, or organizational level (Weiner, 2009). While some literature discusses readiness on the
micro level, which focuses on individuals, other literature focuses on the meso level in groups and the
macro level, which examines factors at an organizational level (Vakola, 2013; Weiner, 2009). Although
we recognize the combination of different levels of readiness, this paper focuses on a macro level and
uses organization as a unit of analysis.

Among practitioners, Technology Readiness Level (TRL), which was introduced by the National
Aeronautics and Space Administration (NASA) in the 1970s, is widely used to assess the maturity of
technologies (Sadin, Povinelli & Rosen, 1989; Straub, 2015). There are also other types of readiness
levels, such as Readiness Level (IRL), Regulatory Readiness Level (RRL) and Market Readiness Level
(MRL) (Kobos et al., 2018; McGowran & Harris, 2020; Vik et al., 2021; Webster & Gardner, 2019).
While the roots of different readiness levels come from diverse fields, these readiness levels are used
alongside the TRL to provide insights into the readiness of new technologies (Bruno et al., 2020).

Moreover, from evaluating the compatibility of the existing systems to managing social aspects of
transition (e.g., raising a sense of urgency, communicating with stakeholders and providing necessary
skill training and knowledge for employees), there are various dimensions that organizations use to
assess the readiness levels (Dermott et al., 2021; Maganga & Taifa, 2023; Miake-Lye et al., 2020;
Shahrasbi & Paré, 2014; Yusif et al., 2017). However, knowing what needs to be assessed is context-
dependent, and there is no consensus regarding its definition, the level of analysis, or the dimensions
used to measure readiness levels.

Furthermore, there is a lack of research on organizational readiness in the context of QS transition,
and there is no organizational readiness assessment model available. Likewise, what needs to be
assessed when implementing and adopting QS technology has not yet been identified. Since the topic
of QS transition is new, details of which dimensions need to be included in the organizational readiness
assessment has to be further examined. By doing so, a readiness assessment model can better guide
organizations to address challenges that hinder the implementation and adoption of QS technology.



3. Methodology Overview

Section 3 provides an overview of methodology used in developing an organizational readiness
assessment model for QS transition. Section 3.1 describes ISM-MICMAC approach that was used to
developed an organizational readiness assessment model. Section 3.2 further details systemic literature
review, semi-structured interviews and workshops conducted in the process of model development.

3.1ISM-MICMAC Approach
We used integrated Interpretive Structural Modelling (ISM)-Matrice d’Impacts Croisés Multiplication
Appliqués a un Classement (MICMAC) approach to examine the contextual relationships among QS
transition challenges. The ISM analyzes a set of factors in complex issues and structures them into a
comprehensive systemic hierarchical model. Based on matrix theory and graph theory, ISM model

enhances group decision regarding elements of a research subject that is generally complex and
uncertain (Bashir & Ojiako, 2020).

By involving experts, ISM provides identifying and relating the factors of the issue. It is an interactive
process that leads to learning and decision making that shows relationships between various factors.
Such identification and association provide information to managers and decision-makers to understand
and focus on the core factors and control other factors have a potential effect on the core ones.

However, ISM alone cannot explain the degree of impact that each individual factor. Thus, we integrate
the results of ISM with MICMAC analysis which was first developed by Duperrin and Godet (1973).
The MICMAC analysis can determine driving power and dependence power of each factor and identify
which factor need to be prioritized. In doing so, we use binary relations (0 and 1) to describe the
relationship between every two factors (further explained in Step 4 in section 3.1.1) (Krishnan et al.,
2021; Sindhwani & Malhotra, 2016).

The integrated ISM-MICMAC approach has been adopted in a variety of research such as supply chain
risks, security management, information technology and sustainable construction (Hussain et al., 2023;
Khanam et al., 2015; Kim et al., 2018; Pfohl et al., 2011). In the context of QS transition, we use
integrated ISM-MICMAC approach to examine the contextual relationships between QS transition
challenges and identify dominant challenges that need to be prioritized. The steps used in ISM-
MICMAC approach is highlighted in section 3.1.1.

3.1.1 Steps used in ISM-MICMAC approach
The steps used in ISM-MICMAC approach are further described below. This part of the report is also
part of the published paper Kong et al. (2023).

Step 1: Identify the list of factors that will be used as input for the ISM-MICMAC approach. The list
of QS transition challenges is generated by the literature review and expert interviews.

Step 2: Develop Structural Self-Interaction Matrix (SSIM) to collect data on contextual relationships
between the list of QS transition challenges.

Step 3: Examine the contextual relationship between any two factors (i and j) and fill out the SSIM.
Start from a yellow box (C1, C2) and indicate one of the four symbols below to represent the
relationship between factors.

V: Challenge i will influence Challenge j

A: Challenge j will influence Challenge i

X: Challenge i and Challenge j will influence each other
O: Challenge i and Challenge j are not related




Step 4: Establish Initial Reachability Matrix (IRM) from the SSIM matrix. IRM is a binary matrix
with 0’s and 1’s that is derived in accordance to four symbols following the rules for the substitution.

If the (i,j) in the SSIM is V, then (i,j) in the reachability matrix becomes 1 and the (j,i) becomes 0
If the (i,j) in the SSIM is A, then (i,j) in the reachability matrix becomes 0 and the (j,i) becomes 1
If the (i,j) in the SSIM is X, then (i,j) in the reachability matrix becomes 1 and the (j,i) becomes 1
If the (i,j) in the SSIM is O, then (i,j) in the reachability matrix becomes 0 and the (j,i) becomes 0

Step 5: Test the IRM for transitivity and derive the Final Reachability Matrix (FRM). The transitivity
is incorporated to fill the gap and 1* entries are indicated to show the changed relationships for the
final reachability matrix. The FRM that is revised from the IRM in accordance with the transitivity.
The changes are highlighted in grey boxes and are indicated with 1* entries.

Concept of Transitivity: If factor A influences factor B, and factor B influences factor C, then factor A
also influences factor C. If there was no initial relationship between factor A and factor C in IRM,
then the concept of transitivity is achieved between factor A and factor C, and 1* entry is indicated in
the FRM.

Step 6: Obtain a reachability matrix with reachability set and antecedent set from the entries in rows
and columns in FRM. E.g. In the reachability set, factors in the row that are affected by factor C1 are
identified. In the antecedent set, factors in the column that are affecting factor C1 are identified. After
the reachability set and antecedent set are determined, the intersection set is derived from the list of
factors from the intersection of these sets.

Step 7: Once the reachability matrix is determined in Step 6, Step 7 is taken to determine the level of
priorities for each QS transition challenge. Partition the reachability matrix and classify the FRM into
various levels. The top-level factors (L1) include those factors that will be led by other factors in the
lower level (L2, L3.. etc.). Once the top-level factor is identified, it is removed from consideration.
Then, the same process is repeated to find out the factors in the next level. This process continues
until the level of each factor is found.

Step 8: Organize the ISM-based hierarchy factors using different levels of a partition obtained in Step
7. Develop a visual representation of the ISM-based hierarchy model.

Step 9: Analyze the FRM obtained in Step 5 and calculate the summation of rows and columns based
on their driving and dependence power.

Step 10: Classify the factors in a driving and dependence power diagram in accordance with the
summation of driving power and dependence power obtained in Step 9. Find out which of the four
quadrants each factor belongs to. There are four quadrants in the driving and dependence power
diagram:

Autonomous: Factors that have weak drive power and weak dependence power.
Dependent: Factors that have weak drive power but strong dependence power.
Linkage: Factors that have strong drive power as well as strong dependence power.
Independent: Factors that have strong drive power but weak dependence power.



3.2 Dimension Identification & Organizational Readiness Model Development

3.2.1 Systematic Literature Review
We conducted Systematic Literature Review (SLR) to identify the list of QS transition challenges. From
the initial 2266 articles, we selected 42 articles for the review and identified the list of QS transition
challenges. The details of SLR process and the results of SLR can be found in the published paper Kong
et al. (2022) and HAPKIDO project deliverable WP 3.1.

3.2.2 Semi-Structured Interviews
In order to further empirically validate the list of QS transition challenges, we conducted semi-
structured interviews with experts and practitioners. The selected 12 experts and practioners from
industry and government had relevant work experience with PKI systems and had prior knowledge of
organizational and/or technical challenges on QS transition (Kong et al., 2023). The discussion from
the semi-structured interviews can be found in the published paper Kong et al. (2024c).

3.2.3 Workshops

Since the workshop provides an opportunity for practitioners to examine the context of the study and
share their insights, we conducted Workshop 1 to Workshop 4 to discuss the list of dimensions that
organizations may need to consider when implementing and adopting QS technology. After a series of
workshops, the finalized list of dimensions was used to develop the organizational readiness model for
QS transition. Additionally, we conducted Workshop 5 to Workshop 8 to gather feedback on the
organizational readiness model. The participants gave feedback on the details of the model and
discussed whether the model can be used and has relevant list of dimensions for QS transition. The
results have been synthesized to revise the organizational readiness assessment model for QS transition.
The details of the workshops can be found in the forthcoming paper Kong et al. (Forthcoming 2024).



4 QS transition challenges

Section 4 discusses the list of QS transition challenges that an organizational readiness model is based
on. The list of QS transition challenges is shown in Table 1 and the list is used as an input for ISM-
MICMAC approach described in Section 3.1. The findings of ISM-MICMAC approach are shown in
Figure 1 and Figure 2. This part of the report is part of the published paper Kong et al. (2023).

Table 1. QS Transition Challenges

QS Transition
Challenges

Code Description

Legacy System

The existing system is rigid and only supports a handful of algorithms. The

. C1 existing system may need changes in the hardware and/ or software depending on
Constraints oy oeps .
the compatibility of new QS solutions.
No Availability of I NIST is currently selecting practical standards and guidelines for QS solutions.
QS Standardization Thus, standards for QS cryptographic algorithms are not yet available.
Organization has not yet selected which QS solutions will be used and whether or
No QS Standards & 3 not to have a full substitution of QS solution or a hybrid solution. The selection
Selection criteria for QS solutions are not clear. Trade-offs in the performance outcomes
and usage context of QS solutions may need to be examined.
No Reliable & c4 The QS solutions have not been tested and currently, there is no testing is
Secure QS Solution available to prove the security of QS solutions.
No Avallablhty of The suppliers of the current technology are not yet ready to provide the certified
Certified QS
C5 technology compartments for the replacement technology. e.g. HSM and
Hardware & . . .
certificate issuance software for QS solutions.
Software
There is a lack of knowledge on quantum computing-based threats, and risks
Knowledge Needs . . . . .
s . C6 associated with the technology in organizational assets e.g. cryptographic assets,
within Organizations e
and vulnerabilities etc.
Lack of Urgency C7 The arrival of a large-scale quantum computer is perceived to be decades away,
within Organizations and there is a lack of urgency for QS transition in organizations.
No Business Case cs Organization finds it difficult to enter long-term QS transition commitments
for Organizations without clear business benefits and opportunities.
Lack of Technical 9 There is a lack of qualified personnel who can understand QS solutions and make
Skills & Qualified decisions on the implementation process.
Unclear QS e Organization does not have transition plans and they do not know what to
Governance within S o
. C10 prioritize for QS transition.
Organizations
Lack of Urgency in Cl1 There is a lack of collective sense of urgency and it is difficult to achieve inter-
the Ecosystem agency coordination and collaborations with multiple stakeholders.
Unclear QS . Organization does not know which organizations are in the lead and who takes
Governance in the C12 o1
responsibility for what.
Ecosystem
Lack of The varying levels of interests, needs and expectations contribute to duplication
Collaboration inthe C13  of efforts, limited knowledge sharing and fragmented decision making within the
Ecosystem ecosystem.
Lack of Policy & Cla There is a lack of policy and legal implications for the QS transition, and
Regulations for compliances for QS solutions need to be updated.
Complex Changes in the existing system cannot occur in isolation due to its chain of
Technological C15 interdependencies including governing bodies, standards bodies, hardware
Interdependency providers, third-party software providers etc.




The dependencies on the critical infrastructure across sectors show that the development of quantum
computing technology threatens confidentiality, integrity and availability (CIA). The affect of quantum
threats on critical information infrastructure such as public services or telecom affect other critical
infrastructure (e.g., healthcare, banking) (Kong et al., 2023; Kong et al., 2024b). While the need to
become quantum-safe (QS) remains crucial, the results of ISM-MIMAC analysis show that addressing
the QS transition within organizations is much more complicated. The Driving and Dependence Power
Diagram in Figure 1 shows that all QS transition challenges were placed in the linkage quadrant. While
QS transition challenges are interrelated, it also indicates that the QS transition is complex and not
stable in nature.

15

14

13

12 |

11 Independent Linkage

10

Driving Power

4 Autonomous Dependent

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

v

Dependence Power

Figure 1. Driving Power & Dependency Power Diagram

As the development of QS technology presents multiple uncertainties, organizations may need to
navigate the transition through a constantly changing environment (Kong et al., 2024b). If everyone is
just waiting for each other, delays in one challenge can eventually lead to a deadlock for the QS
transition (Kong et al., 2023). The ISM-based hierarchy in Figure 2 shows that establishing QS
governance and collaboration in the ecosystem have the highest driving power among the QS transition
challenges. In order to proceed with the transition, addressing QS transition challenges in the
technological context and ecosystem context is crucial. QS transition challenges may need to be
addressed synchronously and may need to achieve collective action in the PKI ecosystem is viewed as
a priority.

Moreover, the results of ISM-MICMAC were used to identify the list of dimensions that need to be
prioritized for QS transition. The list of QS transition challenges indicates that addressing QS transition
is complex and there is no single solution that can be a single bullet. This highlights that the QS
transition cannot be single-handled by one organization and require multiple actors in the PKI
ecosystem to be part of the transition (Kong et al., 2023). The dimensions that need to be prioritized for
QS transition include Collaboration, Governance, Policy & Regulations, Awareness, QS solution
standards, Hybrid QS solution and Cryptographic Agility Strategies. The list of dimensions shows that
QS transition is complex and there is no single solution that can address QS transition challenges alone.
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5 Organizational Readiness Assessment Model for QS transition

Section 5 provides an overview of an organizational readiness assessment model for QS transition.
There are eight dimensions in the model including collaboration, governance, policy & regulation,
awareness, QS solution standards, hybrid QS solution, cryptographic agility strategies and knowledge
on QS transition. The eight dimensions are further described below and the model is shown in Figure
3. This section of the report is part of a forthcoming paper Kong et al. (Forthcoming 2024) available in
September 2024.

Collaboration

Collaboration is an important dimension to consider when implementing and adopting QS technology.
The facilitation of critical infrastructures requires multiple actors such as regulatory bodies, service
providers, software companies, hardware vendors and end users. The underlying technical
interdependencies secure functioning of the existing infrastructures. However, this also means that
organizations cannot change the existing infrastructures without affecting other actors that are
interdependent. Since QS transition cannot be addressed by one organization, achieving collective
action in the ecosystem is crucial.

Governance

Governance is an important dimension to consider when implementing and adopting QS technology.
The topic of QS transition is relatively new, and there are no existing guidelines, rules or mechanisms
for decision-making and accountability. With a clear institutional void, there are many uncertainties on
how to proceed QS transition. While some actors may be involved in making external decisions in the
ecosystem, other actors may wait for those decisions and follow the lead of frontrunners. However, it
would be difficult to coordinate actions without a clear governance.

Policy & Regulation

Policy & regulation is an important dimension to consider when implementing and adopting QS
technology. Many aspects of QS transition are subject to change due to the ongoing development of QS
technology. This also means that if decisions are made in the ecosystem, it may also influence direction
of QS transition. There is currently no policy and regulation available for QS technology and
organizations may need to monitor the regulatory process and identify the requirements for QS
transition.

Awareness

Awareness is an important dimension to consider when implementing and adopting QS technology. The
security threats posed by quantum computers are not yet visible (e.g., store now and decrypt later).
Likewise, modifying the cryptographic algorithms in the existing infrastructures is an under-the-hood
process where the need for QS transition can go unnoticed by organizations. Although many of the
decisions regarding QS technology are not yet clear, it is crucial for organizations to stay-up-to date and
raise awareness regarding quantum computing-based threats and risks.

QS solution standards

QS solution standards is an important dimension to consider when implementing and adopting QS
technology. Although QS technology with new encryption levels is not yet available, organizations need
to start checking their vulnerabilities and technical interdependencies to better understand the scope of
transition and the development of QS solution standards. While some actors may be involved in the
testing phase of QS solutions to select the right algorithms, other actors may wait on those technical
developments.

Hybrid QS solution

Hybrid QS solution is an important dimension to consider when implementing and adopting QS
technology. The term hybrid provides several definitions: 1.using classical cryptographic primitives, 2.

12



using quantum-safe cryptographic primitives or 3.employing both of these primitives to secure core
processes. Due to the wide implementation of the core processes, there needs to be an assessment of
which part of the existing infrastructures requires a hybrid QS solution. Organizations may need to
navigate the development of QS technology and select QS solutions that are validated through testing.

Cryptographic Agility Strategies

Cryptographic agility strategies is an important dimension to consider when implementing and adopting
QS technology. Although there are defined cryptographic policies and guidelines and organizations
follow industry-wide accepted cryptographic algorithms, the existing systems are rigid, and changes
cannot occur in isolation due to path dependencies. Current cryptographic strategies do not provide
security against quantum threats, and these strategies are not agile enough to adapt to the changing
environment of new technologies. It may be crucial for organizations to develop cryptographic agility
strategies and adopt new cryptographic algorithms, protocols and technologies.

Knowledge on QS transition

Knowledge on QS transition is an important dimension to consider when implementing and adopting
QS technology. There is a lack of knowledge on the scope of QS transition, the impact of quantum
threats on existing business processes and identified vulnerabilities from technical inventory
assessments. The selection criteria for QS solutions are not yet known, and organizations do not know
which part of the existing infrastructures needs hybrid QS solutions. More knowledge sharing and
research are needed on the topic of QS transition. Organizations need to stay up-to-date with the
development of QS technology and translate insights into their strategic planning.
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Figure 3. Organizational Readiness Assessment Model for QS Transition
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6 Conclusion

In this report, we introduce the concept of the organizational readiness model for QS transition. By
using ISM-MICMAC approach, we examine interrelationship between QS transition challenges. The
results of driving and dependency power diagram and ISM-based hierarchy for QS transition indicate
QS transition challenges in the technological context and ecosystem context need to be addressed. QS
governance and collaboration need to be addressed with priority in order for organization to make
changes in the existing infrastructure.

Due to technological uncertainties in the ecosystem, organizations may need to navigate the transition
in a constantly changing environment. The results of ISM-MICMAC approach shows that many of QS
transition challenges are interrelated. Such interdependencies raise the complexity of QS transition and
delays in one challenge may potentially lead to delays in other challenges. To better navigate QS
transition challenges, we introduce the concept of an organizational readiness model for organizations
to prepare for QS transition.

The organizational readiness model show the list of dimensions that need to be prioritized in order to
address QS transition challenges such as Collaboration, Governance, Policy & Regulations, Awareness,
QS solution standards, Hybrid QS solution and Cryptographic Agility Strategies and Knowledge on QS
transition. There are five readiness levels in each dimension and the results of different readiness levels
may help organizations better navigate which of the dimensions need to be improved when
implementing and adopting QS technology.

We conclude this report with directions for future trajectory of the project. Next steps include assessing
the model on its usability, and internal and external validity with actors in the ecosystem. We see that
there is much research needed in identifying key actions needed to become quantum-safe. With multiple
iterations of an organizational readiness model, we can improve relevance and completeness of the
model and further translate the model into an online assessment tool. The online assessment tool can
evaluate the readiness levels of different dimensions in the model and provide better guidance on
organizations that are preparing for QS transition.
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