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1 Introduction 

1.1 HAPKIDO Project 
HAPKIDO is multi-year project focused on a Hybrid Approach for quantum-safe Public Key 

Infrastructure Development for Organisations. The project addresses societal, organisational 

and technical challenges brought about by the threat of quantum computer to digital 

infrastructures. 

 

The work in this report has been carried out by work package 6, which focuses on technical 

transition roadmaps for the four sectors in scope of the HAPKIDO project: the financial 

sector, the healthcare sector, the government sector and the telecom sector. 

 

1.2 Work Package Focus 
 

Work package 6 has previously published a generic overview of PKI components and their 

interdependencies as a foundation for reasoning about technical migration roadmaps [1]. In 

order to obtain a realistic view of how these components are implemented in practice and 

identify bottlenecks and potential solutions, representatives of work package 6 interviewed 

organisations within the Dutch PKI landscape from all four sectors. Note that such interviews 

have also been conducted as part of the research done for deliverable 3.3 [2], but our 

approach is of a more technical nature.  

 

From these interviews, we have distilled a number of overarching insights as well as sector-

specific insights. We have additionally been able to refine our component overview to reflect 

the current industry landscape in terms of software and hardware dependencies. Many of 

the challenges relate to external dependencies, especially for the PKI field, there is a strong 

dependency on cryptographic hardware and certificate management software, which 

emphasises the need for a crypto-agile approach to the post-quantum migration process. 

Even though some PKI standards are currently missing, organisation can take a proactive 

approach and start testing with the available open-source software packages. 

 

1.3 Document Outline 
Chapter 2 directly builds upon the component overview provided in deliverable 6.1 [1] and 

introduces various concrete and crucial PKI processes with diagrams which serve as 

background information for chapters 3 and 4. Chapter 3 provides a categorisation of the 

challenges we have identified through the interviews with the four sectors. Chapter 4 

provides a one-on-one translation between the categories of challenges presented in 

chapter 3 and the potential solutions we have identified. Finally, chapter 5 presents the 

conclusion of this report. 
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2 Refined Component 
Overview 

In order to understand which dependencies are relevant for which aspects of a PKI, we 

present two phases of PKI operations: Certificate Signing Requests & Renewal and Certificate 

Validation, and present the most commonly present PKI components during these phases. 

Some of these concepts have been covered in deliverable 6.1 as well, but we include that 

information with some extra details here for completeness [1]. We assume that the terms 

CA and root CA are known to the reader. For a more in-depth introduction to PKI 

components, we refer to [1]. 

 

2.1 Certificate Signing Requests and Renewal 
 

The first stage a certificate requestor has to go through is enrolment of a public key into a 

PKI. This situation is illustrated in Figure 1. This is a standardised process [3]. The 

dependencies on hardware have been verified through the interviews conducted as part of 

the research for this report. 

 
 

 

 

Figure 1: Diagram showing how certificates are requested, how requests are processed, and which PKI 

authorities are involved. The blue dots represent a dependency on cryptographic hardware and the text in 

brackets represents an  example of such an entity. Here, QSP stands for Qualified Service Provider. 
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The certificate requestor will have to authenticate themselves to the Registration Authority 

(RA). The certificate requestor can then present the public key to establish the connection 

between the certificate requestor and the public key. The RA will check whether the 

certificate requestor owns the private key that corresponds to the provided public key to 

make sure the certificate requestor is not trying to register another entit  public key for 

themselves.  

 

Checking whether the certificate requestor owns the private key of a public-private key pair 

is done through a proof-of-possession protocol. For public keys related to signing operations, 

this is fairly simple. The certificate requestor will use their private key to sign the request. For 

public keys related to key exchange / encryption operations, several approaches exist. 

Usually, a challenge-response protocol is initiated to prove possession, where the RA will 

send a nonce encrypted with the public key and the certificate requestor has to decrypt the 

nonce using their private key and send it back to the RA. This works for both traditional 

encryption schemes as well as key Encapsulation Mechanisms (KEMs). However, the 

interactive nature of this proof of possession process is undesirable. Other mechanisms have 

been proposed - specifically for KEMs - that are non-interactive, but they are currently not 

standardised [4].  

 

Certificate renewal works similarly to CSRs. If a certificate has not expired yet and has not 

been revoked, then proof-of-possession is already established through the certificate itself, 

so in principle no extra protocol is necessary. In practice, it can happen that re-

authentication needs to be done. 

 

In principle, it is possible that a certificate requestor delegates the process of generating a 

public-private key pair to the certificate authorities. In this case, the proof-of-possession 

protocol can be omitted and the certificate requestor will receive the private key with the 

certificate from the RA or CA. 

 

Oftentimes, certificate requests and renewal requests are automated through the use of 

protocols such as SCEP [5], EST [6]  and ACME [7]. 

 

 

2.2 Certificate Validation 
If a certificate is used beyond its expiration date or if the signature on the certificate is not 

valid for the public key of the issuing CA, then the certificate will be deemed invalid [8]. No 

communication is necessary to determine this, the user simply needs to verify the signatures 

in the chain of trust.  When certificates have been issued, the only reason to communicate 

with authorities within the PKI is to determine whether a certificate was revoked before its 

intended expiration date. Let us take the generic situation when a certificate consumer 

receives a certificate from a certificate holder, for example the web browser in a webPKI 

receiving a certificate from a website, they will first check the signature and expiration date. 

If those are valid, then the certificate consumer has four main methods to deal with 

revocation: short-lived certificates, retrieving the CRL, OCSP, and OCSP stapling [8] [9] [10]. 
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2.2.1 Short-Lived Certificates 
A certificate consumer could simply decide to accept the risk that a certificate has been 

revoked before its expiration date. The benefit is that it removes the need to contact PKI 

authorities. The downside is the risk it introduces. This risk is higher if the certificates are 

long-lived  e.g., validity of multiple years. However, if the validity is short, such as 10 days, 

then the risk might be acceptable. The idea of short-lived certificates that are valid for a few 

days have become a popular approach [11] [12]. A downside of short-lived certificates is 

that the CA will need to be more actively involved to process Certificate Signing Requests 

(CSRs). 

 

2.2.2 Retrieving the CRL 
 

If the risk of ignoring potential revocation is too high  which is to be determined by either 

the user themselves or an overseeing role within an organisation -  then the certificate 

consumer can (be configured to)  contact an entity entrusted by the CA, often called the 

Validation Authority (VA) [13]. The VA tracks all certificates that have been revoked by its 

respective CA before their expiration date in the so-called Certificate Revocation List (CRL). 

Sometimes a separate Authority Revocation List (ARL) is tracked with information on 

revoked PKI authorities. The VA updates these lists at frequent intervals and signs them. The 

VA sends this signed CRL (and ARL) to the certificate consumers upon request. The certificate 

consumer can then check whether the provided certificate is on the list, or whether any of 

the CA certificates within the trust path are on the list. The benefit is that the certificate 

consumer gets up-to-date revocation information and does not need to divulge which 

certificate they want the revocation status for, which could reveal for example which 

website they are visiting and is a drawback of OCSP, which is covered in the next section. The 

downside is that CRLs can get quite large, which can cause delays when validating 

certificate information. Especially on the internet, users want to be able to quickly browse to 

websites, so any delay is undesirable.   
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2.2.3 OCSP 
An alternative to retrieving the CRL is the Online Certificate Status Protocol (OCSP), which is 

visualised in Figure 2. This is standardised in [8]. 

 

 

 

Figure 2: Diagram showing how OCSP works and which PKI authorities are involved. The blue dots represent 
dependency on cryptographic hardware and the text in brackets represents an example of the respective 
component. 

 

 

The certificate consumer will send the provided certificate to the VA, who will then check the 

CRL (and ARL) on behalf of the certificate consumer. The VA then sends a signed revocation 

status for the certificate to the certificate consumer. The benefit is that the OCSP response is 

much smaller than the CRL, but the user does need to share which certificate they want to 

check for, which can reveal sensitive information as discussed in the previous section.  
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2.2.4 OCSP Stapling 
In order to solve the privacy issue with OCSP, OCSP stapling was introduced, which is 

visualised in Figure 3. This has been standardised in [9] and [10]. 

 

 

 
 

Figure 3: Diagram showing how OCSP stapling works and which PKI authorities are involved. 

The blue dots represent a dependency on cryptographic hardware and the text in brackets 

represents an example of the respective component. 

 

 

With OCSP stapling, the certificate holder has to take a more active role, by proactively 

communicating with the VA to retrieve OCSP information at regular intervals. This signed 

OCSP response is valid for a short period of time and can be sent to the certificate consumer 

at the same time the certificate is sent. The certificate consumer then needs to conduct the 

normal checks on the certificate and needs to check the validity of the signature on the 

OCSP response and the expiration date of the signed OCSP response. In essence, the OCSP 

response is stapled onto the certificate. Since the OCSP responses are short-lived, the 

probability that the certificate has been revoked in the meantime is fairly low. It seems to 

have many benefits, but in practice it has seen some challenges. Specifically, OCSP stapling 

is often not supported and browsers tend to completely ignore revocation checks if OCSP 

servers are not responding. This can happen when the OCSP server is overloaded or is 

actively being disrupted .  
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3 Migration Challenges 

Using results from previous research and technical and non-technical insights from 

inte , we have 

distilled the following categories in terms of migration challenges: 

1. Software and hardware availability 

2. Policy availability 

3. Standards availability 

4. Externally managed services 

5. Hardware limitations 

6. Adherence to existing policies 

7. Motivation 

 

This is in line with the observation from HAPKIDO deliverable 3.3 and further elaborates on 

some technical aspects [2].  

3.1 Software and Hardware Availability 
 

The majority of PKIs in the sectors we have spoken to, use hardware and software from a 

limited number of vendors. Looking at the figures in chapter 2, all blue dots denote 

dependency on cryptographic hardware  specifically HSMs. HSM are generally single-

purpose hardware that cannot easily be updated to use a different cryptographic scheme. 

New HSMs need to be built for the newly standardised post-quantum cryptographic 

primitives. This takes time and can cause delays. Fortunately, there is a variety of vendors 

who sell HSMs, so PKI practitioners could pivot to a different vendor if their current vendor 

does not support the necessary schemes yet. However, as shown in [14], different vendors 

who claim to support the same scheme might actually implement different versions of that 

scheme, which would break interoperability with the used software for managing and 

validating keys and signatures.  

 

Additionally, key management is usually done using the EJBCA open source software [15]. 

Due to the absence of competitive alternatives, there is an implicit vendor lock-in, which 

means that PKI practitioners will need to wait for new versions of this software before being 

able to use and manage post-quantum keys.  

 

 

3.2 Policy Availability 
 

For various sectors, there is no specific policy related to post-quantum cryptography, so 

there is no mandate to use specific schemes or to follow a specific roadmap, even though 

the European Commission has presented a timeline [16]. Sector-specific policies will be 

necessary to guide the migration, as many organisation are hesitant to interpret the 

European policies themselves and risk investing time and money into solutions that are 

different from the eventual sector-specific policies.  
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An additional challenge can arise when multiple PKIs are connected by bridge CAs. The new 

cryptographic policies will need to be coordinated among the policy authorities of the 

separate PKIs. An example here is the eIDAS regulation [17], which impacts a lot of national 

PKIs of member states.  

 

3.3 Standards Availability 
 
Even though NIST has standardised the required primitives to enable post-quantum 

cryptography, many PKI-specific protocols have not been updated into a post-quantum or 

hybrid standard yet. Protocols like OCSP, proof-of-possession protocols for KEMs and hybrid 

CSRs have not been standardised yet.  

 

3.4 Externally Managed Services 
 

In some PKIs, certain services are outsources to external organisations. This can be more 

efficient or cost-effective, but does introduce a new dependency. The PKI relies on the 

external organisation to migrate the managed service to post-quantum cryptography.  

 

 

3.5 Hardware Limitations 
 

It is quite evident that HSMs will need to be fully replaced, but they are not the only 

hardware in use in PKIs. Many organisations also issue smart cards, which need to contain 

cryptographic information. However, the limited capabilities of smart cards have proven to 

be an issue for the performance-heavier post-quantum schemes that have been 

standardised now. There is currently still an on-going on-ramp competition for the 

standardisation of extra post-quantum signature schemes, that might be more suitable for 

hardware with limited capabilities, but it is currently unknown when this process will finish.   

 

3.6 Adherence to Existing Policies 
 

Currently, there are specific cryptographic policies that have consequences for migration. 

Specifically, a CA that is higher in the CA hierarchy should always have stronger keys than 

the CAs below it. This means that the root CA has the strongest keys. Depending on the 

specific interpretation of these concepts, if a PKI is being replaced, the root CA might have to 

-quantum cryptography. Since post-quantum 

schemes are younger and less researched, it is possible that new vulnerabilities will be 

found, so they are not per definition stronger than their classical counterparts.  
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3.7 Incentive 
Most organisations take action because policies dictate them to do so. A key factor in the 

swiftness and accuracy with which policies are implemented are the consequences of 

noncompliance. In the four sectors within the scope of this report, there is an independent 

watchdog that can issue fines if noncompliance is established. However, certain sectors are 

reluctant to issue fines, which could reduce the motivation for organisations in those sectors 

to take swift action.  
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4 Migration Paths 

In this section, we provide some generic insights that are directly relevant for organisation 

wanting to define a technical migration path for their PKIs. Additionally, for some of the 

challenges mentioned on the previous section, there are promising solutions that can be 

used to define migration paths, which we present per challenge. 

 

4.1 Generic Insights 
 

4.1.1 Carrying Out the Migration 
In various sectors, CA migration is not uncommon. Sometimes new generations of CAs are 

introduced which requires the retirement of existing CAs. For example, PKIOverheid  the PKI 

of the Dutch government  is retiring their G3 certificates and replacing them with G3+ and 

G4 certificates [18]. Generally, a parallel PKI is set up that uses a new scheme or different 

key lengths. New CSRs will only be processed by the new PKI, so if a certificate is renewed or 

newly generated, it immediately uses the new chain of trust. The old PKI will slowly see 

fewer and fewer validation requests, because certificates will expire over time and transfer 

to the new PKI. When all user certificates within the old PKI have expired, the old PKI can be 

retired and the new PKI will have fully replaced the old one.  

 

A similar situation is posed by the post-quantum migration, which means the same 

migration strategies can be used. The downside is that two parallel PKIs will need to be 

managed at the same time, which can give larger overhead and costs. Additionally, users 

need to be aware of the new root certificate, generally through software/firmware updates. 

If users have not updated, they will not be able to use the new PKI, so this needs to be 

orchestrated well. However, such parallel PKIs can only be set up if the other challenges as 

mentioned in the previous section have been resolved. 

 

4.1.2 PQC Support In Software 
 

For specific applications, PQC can only be supported in newer versions. For example, it is not 

possible to incorporate PQC in TLS 1.2 without altering the standard. Therefore, organisations 

will need to make sure that the devices in their networks use TLS 1.3, which is a migration of 

its own. Currently, TLS 1.3 is often supported but not required within company networks. 

Similarly, OpenSSL version 3.5.0 is the first version to support PQC and clients will need to be 

updated to version 3.5.0 or higher to be able to use PQC. 
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4.2 Software and Hardware Availability 
 

In terms of hardware availability, it is important to prevent vendor lock-in to stay flexible 

when other vendors show more suitable timelines for the availability of the required HSMs. 

There are several aspects to take into consideration when talking to hardware vendors 

about their post-quantum readiness, such as which version of specific algorithms are 

supported and which API is supported. For more details, we refer to [19] .  

 

In terms of software availability, the organisation should be aware of the EJBCA roadmap. 

This is not publicly available, so the EJBCA team will need to be contacted. If this is not 

adequate, the organisation could coordinate with other organisation to try and contribute to 

EJBCA, as it is a largely open-source project. 

 

In the meantime, organisations who are willing to proactively prepare for the migration can 

setup experiments in test environments using open-source implementations of post-

quantum algorithms, such as pqc-certificates [20], liboqs [21], the oqs-provider [22] and 

other initiatives. 

 

4.3 Policy Availability 
Depending on the type of regulation, either the same or different supervisory bodies have 

, the 

Dutch Autoriteit Persoonsgegevens (AP) is responsible for the enforcement of laws relating 

to privacy and personal data, which applies to all sectors. Below is an overview of 

supervisory bodies that differ per sector that have a role in enforcing regulation related to 

digital security. 

 

- For the financial sector, De Nederlandsche Bank (DNB) and the Netherlands 

Authority for the Financial markets (AFM) are supervisory bodies. 

- For the Telecommunications sector, the Rijksinspectie Digitale Infrastructuur (RDI) is 

responsible for the enforcement of telecommunication laws.  

- For the healthcare sector, the Inspectie Gezondheidszorg en Jeugd (IGJ) is the 

supervisory body. 

- For the government, no official supervisory body has been assigned to enforce 

digital security regulation, but there are indications that the RDI will be the 

supervisory body of the government in the near future [23]. 

 

It is recommended for organisations within the sectors to track updates by these supervisory 

bodies on cryptographic requirements and where possible proactively contact them to 

obtain timelines for PQC migration. 

 

 

4.4 Standards Availability 
 

To address the unavailability of standards for PKI protocols, several solutions can be 

identified. There first solution is to use short-lived certificates. If short-lived certificates are 

an option, the revocation mechanisms as presented in Figure 2 and Figure 3 do not have to 
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be migrated, which means that there is no need for post-quantum standards for OCSP and 

OCSP stapling. This will put more pressure on the operational CAs, so it is important that 

suitable schemes are chosen for the HSMs. Cryptographic agility could be key in this process, 

since the on-ramp standardisation process by NIST could produce post-quantum signature 

schemes that increase the performance of the CAs. 

 

Even if short-lived certificates are used, there are still standards that need to be developed, 

such as hybrid CSRs. If the certificates are used in an application that uses newer 

communication protocols like kemTLS, proof-of-possession protocols will need to be 

developed for KEMs enable CSRs. CSRs standards will also need to be extended to support 

KEM certificates. 

 

If short-lived certificates are not an option, which is the case for certain sectors, or OCSP is 

mandated for other reasons, then standardisation efforts will need to be intensified to 

obtain post-quantum and hybrid standards for OCSP and/or OCSP stapling.  

 

4.5 Externally Managed Services 
Depending on the service, it might be possible to change providers if the external roadmap 

contains unacceptable delays. This is a type of cryptographic agility related to vendor and 

service provider management. It requires the organisation to be aware of similar parties that 

provide the same service and to be in constant dialogue to determine what the best fit is. 

Similar to cryptographic agility with respect to hardware, it is important to understand what 

interoperability issues would arise if the organisation would want to switch to a new service 

provider to understand how challenging it would be to switch. 

 

4.6 Hardware Limitations 
Currently, it is unclear how performant post-quantum cryptographic, and specifically hybrid 

cryptography, would be on restricted hardware. There is no immediate solution, but any 

type of testing facility to understand the implications of new hardware prototypes in realistic 

PKI environments would greatly benefit our understanding of the impact on PKIs. 

 

4.7 Adherence to Existing Policies 
The concept of keys of hierarchically higher CAs requiring stronger security can be a topic of 

debate when it comes to migration, since post-quantum keys are not de facto stronger than 

classical keys. A resolution can be found in using a conservative approach. Two conservative 

approaches with respect to post-quantum cryptography are hybrid signatures and hash-

based signatures. Since the security of hybrid signatures boils down to the strongest of the 

classical and post-quantum algorithms used, it is by definition at least as strong as its 

classical counterpart if the same classical scheme and key length are used in the hybrid 

signatures. Hash-based signatures are also considered a conservative choice, because the 

underlying security strength of hash function is well understood, even better than that of 

classical signatures. It is therefore possible to use hash-based signatures, which as post-

quantum signatures, without using the hybrid combination with another classical signature. 

This makes certificate formats easier as well, as it just requires an extra algorithm to be 

supported. The downside is that hash-based signatures are very slow to generate, so high 
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CAs that have to process a high number of CSRs are most likely unsuitable for hash-based 

signatures. CAs with more downtime, like root CAs, would likely be suitable, since they do 

not process many CSRs.   

 

4.8 Incentive 
As emphasised by HAPKIDO deliverable 3.3 [2], incentivising organisations to start the post-

quantum migration is a complex challenge. Deliverable 3.3 suggests extrinsic motivators 

and focuses on governance structures and laws and regulations. We add some intrinsic 

motivators that could support organisations in kickstarting the migration. 

One  intrinsic incentive would be to prevent a negative impact on credibility or reputation if it 

becomes apparent that the organisation will not be able to meet timelines that are set or 

worse, if they are not ready by the time quantum-capable adversaries appear. In order to 

understand the actual risk associated with such  compromise, organisations should 

incorporate the quantum threat into their risk assessments methodologies. 

Another reason would be to gain a competitive advantage. Frontrunners in post-quantum 

cryptography migration could more easily attract new customers or gain other types of 

value.  
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5 Conclusion 

Similarly to the research done in deliverable 3.3 [2], we have interviewed PKI practitioners 

interviews with the results from previous research to create a structured overview of 

common PKI services and their dependencies on software and hardware. Compared to the 

interviews conducted as part of deliverable 3.3, we have taken a more technical approach. 

As a result of this extended approach we have categorised the identified challenges for PQC 

migration of PKIs within thee four sectors. Many challenges relate to a dependency on 

external organisations to provide software, hardware, other services, policies or standards. 

For hardware dependencies, cryptographic agility can prevent vendor lock-ins and its 

corresponding risks. The same holds for dependencies on service providers, like managed 

CAs. Unfortunately, no clear solution is available for the strong dependency on the EJBCA 

open-source software library within the PKI field. Collaboration is likely the most effective 

way forward. For standards, organisations can take a proactive stance and contribute to the 

testing and development of the required standards. For policies, some guidance has been 

provided by the European Commission with respect to timelines. Sector-specific policies 

might differ, but it is best to already start the first steps of migration. Other challenges are 

hardware limitations, key security hierarchies and motivation. For hardware limitations, 

similarly to standards, the best way forward is to contribute to testing facilities to 

understand how certain choices affect the PKI landscape. For key security hierarchies, the 

problem is less severe, because the most likely scenario in practice is that a parallel PKI is set 

up to enable the migration. Finally, even though extrinsic incentives such as fines are not a 

suitable means in every sector to kickstart migration, there are arguments that can be used 

to generate intrinsic motivation within organisations. 
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